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Chapter 1: Introduction 

1. The International Betting Integrity Association (IBIA)1 is a not-for-profit trade body representing 

the betting integrity interests of many of the largest licensed retail and online betting operators 

in the world. The association welcomes the opportunity to respond to the Northern Ireland 

consultation on gambling regulation and the assessment of the current framework.2 

 

2. The association’s members are licensed and operate within various regulatory frameworks for 

gambling around the world; their business operations and focus are truly international. That 

commercial enterprise is currently conducted through around 50 retail and online sports betting 

brands, including many globally recognised household names across six continents. 

 

3. IBIA’s principal goal is to protect its members, consumers and partners, such as sports bodies, 

from fraud caused by the unfair manipulation of sporting events and associated betting. The 

organisation combats this fraud with evidence-based intelligence, principally obtained from its 

global monitoring and alert system, which identifies suspicious activity on its members’ markets. 

 

4. The association has longstanding information sharing partnerships with leading sports bodies 

and gambling regulators around the world to utilise that data to investigate and prosecute 

corruption. That approach has been successful in helping to drive criminals away from regulated 

markets, creating a safe and secure environment for our members’ customers and sports. 

 

5. The association, which was established in 2005 and formerly known as ESSA, is the leading global 

voice on integrity for the licensed betting industry. It represents the sector at high-level betting 

discussion forums and maintains a policy of transparency and open debate, publishing quarterly 

integrity reports analysing activity reported on the IBIA monitoring and alert platform.3 

 

6. In particular, IBIA holds seats on betting integrity policy groups run by the International Olympic 

Committee (IOC), European Commission and the Council of Europe, amongst others. The 

association also engages in mitigating actions with a range of partners, such as player betting 

education programmes and academic studies on the causes of, and solutions to, match-fixing.  

 

7. IBIA has an interest in legislative developments for gambling around the world, most notably on 

betting integrity, and has provided detailed responses to many consultations and further 

engaged with policymakers to achieve a workable modern gambling framework.4 The association 

therefore hopes that the Northern Ireland authorities will find IBIA’s comments of interest.  

 

8. The following sections seek to assess the proposals for Northern Ireland and to provide 

examples of the best practice regulatory models for betting in operation globally, based on IBIA’s 

significant experience in this area. In doing so, we have split our response into two distinct 

sections covering: a) Licensing and Regulation; and b) Betting Product Availability and Integrity. 

  

                                                           
1 https://ibia.bet/   
2 https://www.communities-ni.gov.uk/sites/default/files/consultations/communities/dfc-consultation-regulation-gambling.pdf & The Betting, Gaming, Lotteries and Amusements 
(Northern Ireland) Order 1985 https://www.legislation.gov.uk/nisi/1985/1204  
3 https://ibia.bet/resources/  
4 Ibid.  

https://ibia.bet/
https://www.communities-ni.gov.uk/sites/default/files/consultations/communities/dfc-consultation-regulation-gambling.pdf
https://www.legislation.gov.uk/nisi/1985/1204
https://ibia.bet/resources/
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Chapter 2: Licensing and Regulation 

9. IBIA and its members would like to emphasise to policymakers in Northern Ireland the scale and 

impact of the rapid growth of the global regulated betting market, notably online. According to 

leading industry data analysts H2 Gambling Capital, regulated betting is expected to rise by 50% 

from US$62.42bn in gross win globally in 2017 to US$97.3bn in gross win by 2023 (Figure 1).  

Figure 1: Global Regulated Betting by Gross Win (US$bn) 

 
Source: H2 Gambling Capital, September 2019 

10. Growth for regulated online betting is expected to be even more pronounced, amounting to a 

66% increase during the period 2017-2023 and accounting for an increasingly large share of all 

global betting gross win. Regulated global online sports betting is expected to overtake racing in 

2020 and will continue that upward trend, accounting for 56% of the market by 2023 (Figure 2).    

Figure 2: Global Regulated Online Betting by Gross Win (US$bn) 

 
Source: H2 Gambling Capital, September 2019 

11. That increasing global consumer interest and activity is reflected in the betting market for the 

United Kingdom of Great Britain and Northern Ireland (UK) and where the online segment has 

overtaken retail (Figure 3). IBIA notes that specific provision is not made in the existing law5 for 

online betting and the association believes that it is important that this issue is addressed. 

 

12. Indeed, the consultation document states that: “Among those who had gambled in the last year, 

the percentage of respondents using an online method had more than doubled in the 2016 

Northern Ireland Gambling Prevalence Survey (15.8%) when compared with the figure in the 

2010 survey (6.7%).” This highlights the need to ensure that the law reflects consumer activity.   

 

                                                           
5 https://www.legislation.gov.uk/nisi/1985/1204 
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Figure 3: United Kingdom Regulated Betting by Gross Win (£bn) 

           Source: H2 Gambling Capital, February 2020 

 

13. It is fundamental that any framework is able to adequately cater for, and readily adapt to, new 

commercial developments and any regulatory challenges that may accompany those. 

Developing an effective regulatory and fiscal framework is therefore an important and necessary 

undertaking in what is an ever-evolving global gambling and technological environment. 

 

14. Modern technological advances have opened new global channels of interaction between 

businesses and consumers; betting is no different in that regard. Policymakers must consider 

their market regulation and structure within that landscape, notably whether to adopt a model 

that serves to deter, or one which attracts and regulates, both retail and online operators. 

 

15. There are clear limitations regarding market integrity and related issues such as revenue 

generation and minimising social harms from a system that restricts or deters betting operators. 

Evidence shows that imposing a restriction on choice and competition will not sufficiently meet 

the needs of modern-day consumers who are able to readily access products in other markets. 

 

16. Various attempts to block consumers from accessing operators outside of a national market (e.g. 

ISP and DNS blocking) have not proved to be effective and can often be easily circumvented.6 

This customer migration offshore adversely impacts the ability of authorities to oversee related 

consumer activity and to have access to other important data on the functioning of that market. 

 

17. That includes any fraudulent betting activity (e.g. match-fixing) that may involve persons whose 

illicit actions may have otherwise been caught within a wider licensed betting market. The 

adoption of sports betting integrity provisions are therefore invariably weakened by a 

framework that serves to prohibit or deter operators from being licensed in that market. 

 

18. As such, we recommend that all aspects of the market benefit from a licensing system that 

attracts and allows any number of operators that fulfil the licensing criteria to offer betting. 

Indeed, the prevailing policy direction in many jurisdictions endorses this licensing method: 

Great Britain, Denmark, Sweden, Spain and many others attest to the success of this approach. 

 
 
 
 

                                                           
6 Internet Service Provider (ISP) & Domain Name System (DNS) & https://www.rga.eu.com/wp-content/uploads/REPORT-Regulation-of-online-betting-market-in-Poland.pdf Page 5  
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Figure 4: Denmark Consumer Onshore v Offshore Online Betting Activity by Gross Win (DKKm) 

Source: H2 Gambling Capital, September 2019 (includes horse race and sports betting) 

19. In Denmark, the licensing of its online gambling market has seen onshore consumer betting 

gross win increase from only 20% in 2010 to 94% in 2018, and is predicted to rise to 98% by 2024 

(Figure 4). Spain also had low onshore online betting representing only 29% gross win in 2012, 

which after licensing increased to 79% in 2018 and is predicted to reach 93% by 2024 (Figure 5). 

Figure 5: Spain Consumer Onshore v Offshore Online Betting Activity by Turnover (€m) 

 
Source: H2 Gambling Capital, September 2019 (includes horse race and sports betting) 

20. This is in contrast to countries that maintain monopoly markets and restrictions on products and 

consumer choice (e.g. limiting the types of bets offered). Finland is a prime example and where 

such restrictions have contributed to a high consumer migration offshore (Figure 6). This 

removes oversight of the market and consumer activity from the licensing authority.   

Figure 6: Finland Consumer Onshore v Offshore Online Betting Activity by Turnover (€m)

 
Source: H2 Gambling Capital, September 2019 (includes horse race and sports betting) 

21. It is also important that, as with the countries employing a successful open licensing system, that 

any licence fees are proportionate and wholly based on the necessary administrative costs of 

proper market regulation. Licensing fees should not be used as a revenue raising tool, and in 

effect an additional means of taxation, which would deter operators from seeking a licence.  
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22. With that in mind, the association strongly supports and encourages Northern Ireland to 

continue to adopt a licensing system which is open and which allows any company to apply for a 

retail and/or online betting licence. The approach adopted in Great Britain through the Gambling 

Act 2005 is a best practice example of an effective licensing and regulatory model for betting.7  

 

23. At present, that Act extends to England and Wales, and to Scotland with the exception of 

sections 148 (legal assistance scheme), 221 (fees) and 346 (prosecution by licensing authority). 

Only sections 43 (chain gift schemes), 331 (foreign gambling) and 340 (foreign betting) apply to 

Northern Ireland.8 IBIA promotes that Northern Ireland incorporates wider provisions of the Act.  

 

24. Aligned with that is the adoption of a taxation model that reflects the international availability 

and dimension of sports betting products and is not over-burdensome from that perspective. 

Betting taxation is set by the UK Treasury and the current gross gambling revenue (GGR)9 tax 

approach has proved to be successful in attracting operators and retaining consumers onshore.   

 

25. The evidence from European markets shows that a burdensome fiscal framework, notably for 

online betting and relative to other markets, is counterproductive to market channelling and 

maximisation. Indeed, the GGR model has become the standard approach to taxation for online 

gambling services across much of Europe and indeed globally (Figure 7).   

Figure 7: Examples of GGR Betting Taxation Globally  

 
Source: H2 Gambling Capital, September 2019 

26. In summary, a successful betting regulatory framework begins with an interrelated system of 

licensing and taxation, and which form key drivers to the success of the market. There is clear 

evidence that an open (unlimited) licensed market and GGR taxation approach represent the 

two key intertwined elements of successful regulatory and fiscal models in other markets. 

 

27. This has proven to be the most effective means of maximising the market from a licensing and 

revenue generating perspective and where both are complementary to the core regulatory aim. 

That then provides a stable platform from which other important issues such as sports betting 

integrity factors can be addressed and mitigating actions and sanctions implemented. 

 

28. From IBIA’s perspective, the legislative licensing and regulatory approach adopted in Great 

Britain provides an international best practice example and which the association encourages 

the Northern Ireland authorities to replicate as part of the updating of its existing gambling 

regulation. We also encourage Northern Ireland to support the UK’s GGR taxation approach.  

 

                                                           
7 http://www.legislation.gov.uk/ukpga/2005/19/contents 
8 http://www.legislation.gov.uk/ukpga/2005/19/notes/division/5  
9 Gross Gambling Revenue (GGR) = stakes minus winnings 
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Chapter 3: Betting Product Availability and Integrity 

29. In addition to the development of a suitable regulatory and fiscal structure for sports betting, it 

is also fundamental to the viability of the market that licensed operators are able to offer a wide 

range of sports betting products; imposing restrictions invariably leads to consumers seeking 

those banned products through other markets, including unregulated offshore channels. 

 

30. This includes the availability of specific sports betting products (e.g. pre-match and in-play 

betting) at all levels (e.g. Grand Slam, ATP, WTA and lower level ITF tennis betting) and different 

forms of betting (e.g. fixed odds, pool betting, exchange and spread betting). Within that, it is 

also important that there are no unnecessary limitations on consumer activity and spending.  

 

31. Restricting product availability will prove counterproductive to maximising the market’s fiscal 

potential and also regulatory and integrity oversight. Product limitations are invariably arbitrary 

and benefit offshore operators unhindered by those constraints. Such restrictions are often 

attempted to be justified for two main reasons: a) social concerns about potential addiction; and 

b) that certain bets may facilitate the manipulation of sports matches and related betting fraud. 

 

32. The Norther Ireland authorities will understandably, and quite rightly, want to ensure that its 

licensed betting market is well-regulated and provides suitable mitigating measures against 

social harms. IBIA and its members support an approach to regulation that balances commercial, 

social and regulatory aspects, but that such action is proportionate and evidence-based.  

 

33. It is important to emphasise that many countries around the world have betting markets 

without significant consumer and trade restrictions around regulated betting and its availability, 

and do not suffer from increased levels of addiction as a result. Responsible betting operators 

work closely with regulators to set clear parameters, including self-exclusion policies tailored to 

each customer, whilst allowing consumers access to a wide variety of regulated products.  

 

34. It is not in the interests of responsible regulated operators to encourage or facilitate social 

problems from any form of gambling, in fact quite the contrary. Such adverse behaviour is to the 

detriment of responsible operators and the reputation of the industry; regulatory authorities 

would also move to impose new regulatory measures and increased cost burdens on operators.  

 

35. The British Gambling Commission, which covers one of the largest and most mature betting 

markets in the world, regulates and permits all forms of betting on all types of sporting events 

without any restrictions. It does so whilst maintaining a close oversight of the market and is 

continually working with its licensed operators, adopting an evidence-based policy approach.    

 

36. It published a policy paper in September 2016 that assessed the potential dangers of addiction 

from in-play betting and concluded that: “We do not consider that someone who bets in-play is 

automatically at increased risk of harm from gambling, but expect that licensees will monitor all 

bettors for signs of risk as required by our Licence conditions and codes of practice.”10  

 

37. The issue of match-fixing is often used to try and justify limiting the availability of newer markets 

such as in-play betting. However, this runs contrary to the available data. Firstly, law 

                                                           
10 British Gambling Commission In-play (in-running) betting: position paper (September 2016) paragraph 2.4 
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enforcement bodies such as INTERPOL and Europol have stated that match-fixing is not primarily 

focused on regulated betting operators, but unregulated operators mainly based in Asia.11  

 

38. Secondly, corruptors are known to focus on mainstream markets such as the final result. An 

independent report published by the ASSER Institute supports this position. That analysed a five-

year set of detailed betting data covering football matches likely to have been manipulated to 

assess the impact of in-play and side markets (e.g. yellow/red cards and corners).12 

 

39. The report shows that match-fixers primarily take advantage of high liquidity markets with the 

vast majority of cases of suspicious betting observed in the main markets which relate to the 

final outcome. The report therefore concluded that the evidence does not support the claim that 

in-play or side markets significantly encourage corruption nor any justification to prohibit these. 

 

40. IBIA’s football betting alert data endorses this view (Figure 8). Whilst some authorities have 

specifically proposed to prohibit side markets (e.g. yellow and red cards, first corner kick, throw 

ins and fouls) such markets only constitute 10% of IBIA’s recent alerts; the mainstream markets 

(e.g. result, total goals, HT/FT) represent 90% of our global suspicious betting alert data. 

Figure 8: IBIA Football Alerts Reported in Main Markets v Side Markets by % 2018 – Q2 201913 

 
Source: International Betting Integrity Association, September 2019  

41. Many countries that regulate betting on sporting events do not currently impose significant 

restrictions on the types of bets or events, with regulated betting operators able to offer a wide 

range of products and services, whilst employing risk-based security systems to monitor their 

markets. IBIA strongly endorses that this approach continue to be adopted in Northern Ireland. 

 

42. Responsible regulated betting operators are constantly assessing the risk of every market they 

offer and impose their own betting limits where that is deemed necessary and appropriate. After 

all, betting operators are the intended victims of sports fraud and have a clear inherent 

operational business need to ensure the integrity of sports events and related betting products.  

 

43. Those operators are focused on providing a safe and secure environment for all consumers. They 

employ advanced security systems and are well-versed in guarding against fraudulent activity. 

Significant product restrictions are therefore only enforced in a limited number of jurisdictions 

and there is no evidence that the sporting events taking place in these countries are any less 

susceptible to betting corruption, often perpetrated through offshore unregulated channels. 

 

                                                           
11 Page 11 Interpol Match-fixing in Football Training Needs Assessment 2013 & https://www.europol.europa.eu/content/results-largest-football-match-fixing-investigation-europe  
12 http://www.asser.nl/media/2422/the-odds-of-matchfixing-report2015.pdf  
13 Main markets = winner, correct score, total goals, handicap. Negative markets = draft regulations proposal i.e. first throw in, yellow/red cards, first corner, fouls.  
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44. Indeed, where such restrictions have been imposed, such as prescribed lists of available bet 

types and sports on which bets can be taken, as in France and Italy, the prevailing policy has 

been to constantly expand the list of prescribed sports events and types of bets permitted.14  

 

45. Portugal has imposed a prescribed list and, like France, it has failed to attract operators with 

only a small number offering betting, hampering integrity measures and regulatory oversight as 

consumers instead use offshore operators offering a larger sports betting product catalogue. 15 

 

46. The process of restricting betting and providing lists of approved events and bet types, and the 

constant review and updating of that approach, invariably involves additional administrative and 

monitoring cost burdens on both the regulatory authority and its licensed operators. Such 

practices are of questionable positive integrity impact given the limitations of any national 

approach in a fragmented global market of differing regulatory models for gambling.  

 

47. Indeed, many offshore operators will continue to offer whatever types of products they chose 

without any regulatory limitation, oversight or possible sanctions, nor is there any requirement 

on them to engage in responsible preventative actions to protect consumers or sporting events.  

 

48. It is important to note that Spain initially introduced an approved catalogue of sports events and 

the aspects of those events on which betting could take place, but removed this requirement 

around a year after the licensed online market opened.16 It also lowered its GGR tax from 25% to 

20% in 2018. The Spanish market has seen significant growth in licensed betting as a result.  

 

49. The British Gambling Commission has considered such match-fixing and betting product issues in 

its policy deliberations. In its 2019 position paper it commented that it is “familiar with methods 

used in other countries to promote betting integrity such as restricting the types of bets offered 

or approving sports governing bodies’ rules before allowing betting on those sports.”17  

 

50. The regulator “has the power to impose such restrictions” but “does not consider, based on the 

available evidence, that such intrusive or resource intensive methods are warranted or would be 

effective”.18 Indeed, on in-play betting, it has determined that “any threat to sports betting 

integrity can be managed without the need to ban what is a very popular activity.”19 

 

51. This supports the regulator’s ‘In-play betting position paper’ from 2016, which states that: 

“Despite the concerns raised about the risks to integrity from in-play betting there is limited 

evidence to show that the risks are greater than those associated with pre-event betting.”20 As 

such, restrictions on the type of bets regulated betting operators can offer to consumers “are 

not warranted at this time. Taking such action may also increase the risk that bettors would be 

driven to seek to place bets via grey and black markets, over which we have no oversight.”21 

 

52. Removing the attractiveness of the offshore market and increasing regulatory oversight must be 

a key objective for any licensing model. As data from leading market analyst H2 Gambling Capital 

                                                           
14http://www.arjel.fr/-A-la-Une-.html &  http://www.gamingtechlaw.com/2016/03/sportsbetting-liberalization.html & http://www.gamingtechlaw.com/2017/07/italian-sportsbetting-
rules-improved.html  
15 http://www.srij.turismodeportugal.pt/pt/jogo-online/lista-de-modalidades-e-competicoes/ & https://www.rga.eu.com/portuguese-online-gambling-law-faling-to-reduce-the-
unregulated-market/ & http://www.srij.turismodeportugal.pt/pt/jogo-online/entidades-licenciadas/ & https://www.igamingbusiness.com/news/unlicensed-operators-continue-thrive-
portugal  
16 https://www.ordenacionjuego.es/en/ordenes-ministeriales Article 14: ORDER EHA 3080/2011 & http://www.boe.es/boe/dias/2013/10/30/pdfs/BOE-A-2013-11335.pdf  
file:///C:/Users/jfoleytrain/Downloads/Orden_HAP_1998_2013_modificacion_OM_distintos_tipos_juego_en%20(1).pdf  
17 Paragraph 3.6 https://www.gamblingcommission.gov.uk/PDF/Protecting-betting-integrity.pdf  
18 Ibid. 
19 http://www.egrmagazine.com/news/gambling_commission_rejects_in-running_ban_proposal_  
20 Paragraph 4.4 https://www.gamblingcommission.gov.uk/PDF/In-running-betting-position-paper.pdf  
21 Paragraph  4.12 https://www.gamblingcommission.gov.uk/PDF/In-running-betting-position-paper.pdf 

http://www.arjel.fr/-A-la-Une-.html%20&
http://www.gamingtechlaw.com/2016/03/sportsbetting-liberalization.html
http://www.gamingtechlaw.com/2017/07/italian-sportsbetting-rules-improved.html
http://www.gamingtechlaw.com/2017/07/italian-sportsbetting-rules-improved.html
http://www.srij.turismodeportugal.pt/pt/jogo-online/lista-de-modalidades-e-competicoes/
https://www.rga.eu.com/portuguese-online-gambling-law-faling-to-reduce-the-unregulated-market/
https://www.rga.eu.com/portuguese-online-gambling-law-faling-to-reduce-the-unregulated-market/
http://www.srij.turismodeportugal.pt/pt/jogo-online/entidades-licenciadas/
https://www.igamingbusiness.com/news/unlicensed-operators-continue-thrive-portugal
https://www.igamingbusiness.com/news/unlicensed-operators-continue-thrive-portugal
https://www.ordenacionjuego.es/en/ordenes-ministeriales
http://www.boe.es/boe/dias/2013/10/30/pdfs/BOE-A-2013-11335.pdf
file:///C:/Users/jfoleytrain/Downloads/Orden_HAP_1998_2013_modificacion_OM_distintos_tipos_juego_en%20(1).pdf
https://www.gamblingcommission.gov.uk/PDF/Protecting-betting-integrity.pdf
http://www.egrmagazine.com/news/gambling_commission_rejects_in-running_ban_proposal_
https://www.gamblingcommission.gov.uk/PDF/In-running-betting-position-paper.pdf
https://www.gamblingcommission.gov.uk/PDF/In-running-betting-position-paper.pdf
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shows, in-play betting represents an increasingly large proportion of all bets placed globally 

(Figure 9) and is therefore a key component of operators’ product catalogue. Any product 

prohibition, notably for in-play betting, will thus prove counterproductive to achieving that aim. 

Figure 9: Global Pre-Match vs In-Play (or Live) Interactive Sports Betting by Gross Win % 

 
Source: H2 Gambling Capital, August 2019 

 

53. Within a competitive global market, any restrictions on the types of bets or products offered can 

have a detrimental impact on the market and the level of consumer channelling to that market. 

This adversely impacts the oversight and consumer protection capabilities of a regulatory 

authority and its associated ability to safeguard the integrity of its sports betting market.  

 

54. Maintaining the integrity and credibility of the market is of paramount importance. The 

association believes that any betting integrity policy should involve collaboration with 

stakeholders, including betting operators, from a national and international perspective. This 

approach recognises the cross-border and global nature of sports betting related match-fixing.   

 

55. The Council of Europe (CoE) Convention on the Manipulation of Sports Competitions is 

recognised as the principal international approach. It seeks to co-ordinate the fight against 

match-fixing at national level (through national integrity platforms) and to foster co-operation 

between all organisations and relevant authorities at national and international levels.22 

 

56. The association helped to develop the Convention and supports many of the measures included 

within it. IBIA suggests that Northern Ireland promotes that the UK ratify the Convention and, 

regardless of that, that Northern Ireland also considers the benefits of adopting the integrity 

practices contained within it and engaging in international betting integrity cooperation.  

 

57. The UNESCO MINEPS and IOC International Forum for Sports Integrity (IFSI) also provide 

international platforms for sports betting integrity discussions and have produced related 

proposals and guidance.23 The measures and actions contained in these initiatives are, however, 

quite understandably often broad-based and a more in-depth consideration and analysis of 

national level actions would be of benefit when considering any future betting integrity policy. 

 

58. A range of integrity measures are readily available and employed by various regulatory 

authorities, including: obligation for operators to report suspicious betting; information sharing; 

                                                           
22 http://www.coe.int/en/web/conventions/full-list/-/conventions/rms/09000016801cdd7e Article 13 
23 http://www.unesco.org/new/en/social-and-human-sciences/themes/physical-education-and-sport/mineps/, 
https://www.olympic.org/news/international-forum-for-sports-integrity-steps-up-action-to-prevent-competition-manipulation-and-corruption-in-sport, 
https://www.unodc.org/documents/corruption/Publications/UNODC-IOC_Model_Criminal_Law_Provisions_for_the_Prosecution_of_Competition_Manipulation_Booklet.pdf & 
https://www.unodc.org/documents/corruption/Publications/2017/UNODC-IOC-Study.pdf 
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voiding suspicious bets; suspension of betting markets. However, the model in operation in 

Britain is widely seen as one of the most effective and is an example of best practice in this area.  

 

59. The legislation provides for specific integrity provisions to counteract sports betting corruption, 

including the regulator’s ability to: issue codes of practice (Section 24); prosecute offences 

(Section 28); exchange information (Section 30 and Schedule 6); an offence of cheating (Section 

42); require the provision of information (Section 88); and to void bets (Section 336).24 

 

60. To help enforce these provisions a Sports Betting Intelligence Unit25 was established within the 

regulator. It works with the betting industry and with sports to identify and investigate potential 

threats. Licensing conditions also require betting operators to report any suspicious betting to 

the regulator and sports; this is supplemented by a confidential public intelligence line.26  

 

61. To complement this, the regulator produces and continually reassesses documentation to help 

inform stakeholders on its policy position and its expectations in the fight against betting related 

corruption. This includes guidance on: Protecting Betting Integrity (2019)27; Misuse of Inside 

Information (2014)28; and the Betting Integrity Decision Making Framework (2017).29 

 

62. A Sports Betting Integrity Forum (SBIF) has also been established and has produced the UK’s 

national Sport and Sports Betting Integrity Action Plan.30 This strategic cross-sector approach 

forms part of the UK’s wider Anti-Corruption Plan31 and is a blueprint of good practice and 

effective detection and enforcement measures to protect sports, consumers and operators from 

match-fixing. IBIA recommends that Northern Ireland adopts a similar betting integrity policy. 

 

63. It is also suggested that any national policy consider engaging a wider international audience 

noting that match-fixing is a global issue. IBIA has information sharing agreements with many 

regulatory authorities around the world, allowing both parties to engage on integrity matters 

both in relation to our international alert system and with regard to any national actions.  

 

64. To complement this approach there is also clear value from betting operators being part of a 

wider international integrity alert and monitoring system, which also feeds data into the 

regulator. This adds an additional layer of protection both for operators’ own businesses and 

also the licensed framework and its operational integrity capacity and associated reputation. 

 

65. To this end, the Gibraltar Gambling Commissioner actively encourages its licenced betting 

operators to join a “properly structured and organized information sharing/alert mechanisms for 

managing suspicious bets” in its Remote Technical and Operating Standards documentation.32 

The majority of Gibraltar’s licensed betting operators are members of this association. 

 

66. The German state of Schleswig-Holstein requires its betting operators to join an integrity 

monitoring body and this is also included in the wider German licensing regime in the amended 

                                                           
24 http://www.legislation.gov.uk/ukpga/2005/19/pdfs/ukpga_20050019_en.pdf  
25 http://www.gamblingcommission.gov.uk/news-action-and-statistics/Match-fixing-and-sports-integrity/Sports-Betting-Intelligence-Unit.aspx  
26 Licensing condition 15.1 https://www.gamblingcommission.gov.uk/for-gambling-businesses/Compliance/LCCP/Licence-conditions-and-codes-of-practice.aspx & 
http://www.gamblingcommission.gov.uk/news-action-and-statistics/Match-fixing-and-sports-integrity/Confidential-intelligence-line.aspx  
27 http://www.gamblingcommission.gov.uk/PDF/Protecting-betting-integrity.pdf  
28 http://www.gamblingcommission.gov.uk/PDF/Misuse-of-inside-information.pdf  
29 http://live-gamblecom.cloud.contensis.com/PDF/Betting-integrity-decision-making-framework.pdf  
30 http://www.sbif.uk/home.aspx & http://www.sbif.uk/images/Documents/SBI-Action-Plan-2017-FINAL.pdf 
31 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/388894/UKantiCorruptionPlan.pdf  
32 https://www.gibraltar.gov.gi/new/sites/default/files/HMGoG_Documents/RTOS%20Final%20Version%201.0.2012.pdf Page 40 

http://www.legislation.gov.uk/ukpga/2005/19/pdfs/ukpga_20050019_en.pdf
http://www.gamblingcommission.gov.uk/news-action-and-statistics/Match-fixing-and-sports-integrity/Sports-Betting-Intelligence-Unit.aspx
https://www.gamblingcommission.gov.uk/for-gambling-businesses/Compliance/LCCP/Licence-conditions-and-codes-of-practice.aspx
http://www.gamblingcommission.gov.uk/news-action-and-statistics/Match-fixing-and-sports-integrity/Confidential-intelligence-line.aspx
http://www.gamblingcommission.gov.uk/PDF/Protecting-betting-integrity.pdf
http://www.gamblingcommission.gov.uk/PDF/Misuse-of-inside-information.pdf
http://live-gamblecom.cloud.contensis.com/PDF/Betting-integrity-decision-making-framework.pdf
http://www.sbif.uk/home.aspx
http://www.sbif.uk/images/Documents/SBI-Action-Plan-2017-FINAL.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/388894/UKantiCorruptionPlan.pdf
https://www.gibraltar.gov.gi/new/sites/default/files/HMGoG_Documents/RTOS%20Final%20Version%201.0.2012.pdf
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German State Treaty.33 New Jersey includes a similar stipulation and the Netherlands draft 

legislation also requires operators to be a member of an international monitoring system.34  

 

67. This approach supports the European Commission funded Betmonitalert report which strongly 

recommends that public authorities should oblige all of their licensed betting operators to be 

“part of a betting monitoring system”.35 Both the report and the Netherlands legislation 

specifically refer to this association (in its previous identity as ESSA) as a best practice example.  

 

68. The Review of Australia’s Sports Integrity Arrangements similarly recognises this association 

(again in its previous guise as ESSA) and promotes that sports betting operators licensed in 

Australia “participate in a ‘detect and disrupt’ real-time monitoring and analysis of suspicious 

wagering activity”, anticipating a model similar to IBIA’s alert and monitoring system.36  

 

69. IBIA members share data (Figure 10) because they are aware that corrupters may seek to try and 

circumvent integrity protocols by placing bets with multiple operators licensed and operating in 

multiple jurisdictions. As has been highlighted earlier in this document, betting related match-

fixing is transnational and alert systems are most effective when they are also transnational.  

 

Figure 10: Operation and benefits of IBIA’s customer-based international alert system 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                           
33 https://www.gesetze-bayern.de/Content/Document/StVGlueStV-21 & https://www.im.nrw/sites/default/files/media/document/file/160129ll_Leitlinien%20Sportwetten_.pdf  
34 https://www.nj.gov/lps/ge/docs/SportsBetting/PublishedproposalJan7th2019.pdf 13:69N-1.6 & Remote Games of Chance consultation version –Article 4.7 and related sections in the 
Explanatory Memorandum (Translated from Dutch to English) 
35 http://ethisport.com/wp-content/uploads/2017/06/Betmonitalert_Design-NB-DEF-2-06-2017.pdf Page 7 
36 https://www1.health.gov.au/internet/main/publishing.nsf/Content/63F0A5D7BDA5A0B5CA2582CF0005E6F9/$File/HEALTH-RASIA-Report-Acc.pdf page 91 and footnote 160 
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https://www.gesetze-bayern.de/Content/Document/StVGlueStV-21
https://www.im.nrw/sites/default/files/media/document/file/160129ll_Leitlinien%20Sportwetten_.pdf
https://www.nj.gov/lps/ge/docs/SportsBetting/PublishedproposalJan7th2019.pdf
http://ethisport.com/wp-content/uploads/2017/06/Betmonitalert_Design-NB-DEF-2-06-2017.pdf
https://www1.health.gov.au/internet/main/publishing.nsf/Content/63F0A5D7BDA5A0B5CA2582CF0005E6F9/$File/HEALTH-RASIA-Report-Acc.pdf
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70. To utilise this data to best effect, IBIA has information sharing agreements with many major 

sports, regulatory and law enforcement authorities around the world, allowing both parties to 

engage on integrity matters both in relation to our international alert system and with regard to 

any national actions. The benefits of such cooperation are increasingly acknowledged.   

 

71. Given the proportion of suspicious betting that occurs outside of the licensed market where the 

potentially corrupted sporting event takes place, and this includes Northern Ireland, any national 

approach would be best served by also seeking to address this international dimension. From an 

integrity perspective, that is best achieved through monitoring international betting markets.  

 

72. IBIA’s global monitoring and alert system identified and reported 716 cases of suspicious betting 

during the period 2017-19 (Figure 11). IBIA reported five cases of suspicious betting covering 

three different sports taking place in Northern Ireland during that time. Whilst this number 

many seem relatively small, such corruption can quickly escalate. Unfortunately, no sport or 

country regardless of their regulatory framework is immune from such corrupt activity. 

Figure 11: IBIA Suspicious Sports Betting Alerts Reported 2017 to 2019 

 
Source: International Betting Integrity Association data, September 2019 

 

73. IBIA supports robust sanctions for those found guilty of betting related corruption. However, it is 

only through cooperation and partnership working, both nationally and internationally, that 

evidence-led investigations and sanctions can have the desired impact. The association would 

therefore welcome establishing a cooperation agreement with any future Northern Ireland 

licensing body to exchange information to protect betting markets and related sporting events.  

 

74. The International Betting Integrity Association (IBIA) will be pleased to have further dialogue and 

engagement with the Northern Ireland authorities on any of the issues raised in this response.    
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Annex A: IBIA Code of Conduct 

 

 

 

INTERNATIONAL BETTING INTEGRITY ASSOCIATION MEMBERS’  

CODE OF CONDUCT  

Introduction 

The International Betting Integrity Association (also referred to as “the Association”) is the 

leading global voice on integrity for the licensed betting industry. It is run by operators for 

operators, protecting its members from corruption through collective action. Its Monitoring & 

Alert Platform (“the Platform”) is a highly effective anti-corruption tool that detects and reports 

suspicious activity on its members’ betting markets. The association has longstanding 

information sharing partnerships with leading sports and gambling regulators to utilise its data 

and prosecute corruption. Members undergo a rigorous due diligence process and must adhere 

to our code of conduct committing them to responsible betting practices  

Application   

The International Betting Integrity Association regards its Code of Conduct (“the Code”) as an 

important statement by its members of their commitment to socially responsible sports betting 

practices and the protection of sport, consumers and regulated betting markets. The Code 

should be applied in conjunction with each member's national or international gambling licensing 

or associated legal requirements as well as being supported by appropriate customer Terms 

and Conditions. It sets out the minimum standards expected of the International Betting Integrity 

Association members which should be adopted except where licensing or other legal obligations 

differ or exceed the requirements set out in this Code. 

All members of the association are required to adhere to the organisation’s Code - as listed 

below and which may be revised by the Association’s Board of Directors (also referred to as 

“the Board”). Members will be informed of any changes to this Code and be given at least 8 

weeks from that date to implement any necessary changes within the operational structures of 

their respective businesses. Any issues concerning the implementation of any new or existing 

Code of Conduct requirement/s should be made to the Board at an early stage to determine if 

further time to meet that condition/s is warranted; this will only be agreed in exceptional 

circumstances. 

Sanctions for not adhering to this Code of Conduct, as determined by the Board, may include: 

 Suspension of membership; and 

 Revocation of membership.   
 
Any enquiries about this Code should be made to the International Betting Integrity Association: 

info@ibia.bet  

 

mailto:info@ibia.bet
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Overriding Principles 

The Association Code of Conduct requires members to adhere to the following overriding 

principles: 

1. Promoting the Association’s aims and objectives;  

2. Staff Betting Policies & Preventing Conflicts of Interest; 

3. Participation in the Platform & Cooperation with Stakeholders; 

4. Data Protection – Disclosure of information – Processing Agreement; 

5. Removing or suspending betting markets; 

6. Risk Management and Internal Policies;  

7. Confidentiality of the Platform data, and 

8. Enforcement and disciplinary action. 

 

1. Promoting the Association’s aims and objectives 

 

The Association’s principal goal is to protect its members, consumers and partners from 

potential fraud caused by the unfair manipulation of sports and other events. This requires a 

cross-sector and multi-national approach. Members are expected to promote the Association’s 

core aims in their day-to-day internal and external operational activities, and in particular to 

aspire to:    

 Protect the integrity of sports and other events by preventing criminals from profiting 

from regulated betting; 

 Provide a safe and secure betting environment for consumers; 

 Work in partnership with other stakeholders at national and international levels;  

 Be a leading voice in the discussion on how to combat betting-related corruption; 

 Campaign for an evidence-based debate to ensure that policy actions are effective;  

 Promote the regulation of betting as a key element in defeating match-fixing;  

 Work with the sports sector to ensure that robust rules and sanctions are in place; and  

 Support the education of players and other sporting personnel about match-fixing. 

 

2. Staff Betting Policies & Preventing Conflicts of Interest 

 

The International Betting Integrity Association members must seek to avoid ethical and 

commercial conflicts and observe the necessary precautions to preserve the integrity of sport 

and associated regulated betting markets. To this end, the following operational activities are 

required to be implemented and enforced: 

 Members’ employees must be restricted or prevented from betting on their own betting 

products; 

 Members must have a staff betting policy that strictly prevents employees from the 

exploitation of inside information that could adversely impact the integrity of sporting and 

other events and the associated betting markets, for example placing bets based on an 

alert in the Platform; 

 Members should play no role in or have a direct influence over any decisions that could 

have a negative impact on the integrity of a sporting event and/or associated betting 

markets; and   

 Members will support any stakeholder, such as a sport or regulatory authority that 

prohibits or restricts players, coaching staff or any other individual associated with that 

event from betting on it and provide information of any violations of that to the relevant 

authorities. 
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3. Participation in the Platform & Cooperation with Stakeholders 

 

A central tenet of the Association’s role is to protect the integrity of any event for which betting 

markets are offered by providing information to stakeholders regarding any suspicious betting 

activity taking place on members betting markets.  

To achieve this, the Association has developed a monitoring and alert platform which all 

members have access to and are obliged to support. The process seeks to quickly and 

efficiently determine if any fraudulent activity or manipulation may have taken place on any 

sports or relevant event offered by members. The process works as follows:  

 The Association members know their customers and invest significant sums in 

sophisticated and robust risk management systems which detect suspicious activity in 

their markets.  

 When a member identifies unusual or suspicious activity that cannot be explained they 

raise an alert in the Platform. All other members are then notified and must respond 

quickly and in detail indicating whether they also saw similar activity 

 The Association’s Betting Integrity Officer then conducts a detailed review where a 

series of factors are analysed to establish if the activity is suspicious and warrants 

further reporting to an external stakeholder. 

Each member must appoint and provide contact details to the Association of at least four 

contact persons to whom an alert can be sent and/or who can raise an alert in the Platform. 

These contact persons must come from the Trading, Integrity/Security team or equivalent. The 

quality and speed of alert responses are monitored closely by the Association and data on this is 

shared with members quarterly. Any issues in this regard will be addressed with members 

directly and may result in further action.  

A betting pattern is only confirmed as suspicious after the Association has made detailed 

enquiries with relevant members to eliminate any prospect that the unusual patterns could be 

for legitimate reasons, such as information in the public domain or pricing the market 

incorrectly. Members must be prepared to provide further information to the Association’s 

Betting Integrity Officer or other relevant person, for example information on the stakes of 

suspicious bets and other information on the profile of the accounts involved. Due to 

commercial sensitivities this information can be provided directly to the Association if necessary 

and will not be visible to other members in the platform.   

The Association has also produced detailed guidelines on the difference between unusual and 

suspicious activity, how the Association reviews alerts and where they are reported to. These 

have been provided to all members via the Platform and will also be issued to any new member 

upon sign up. 

Where it appears that suspicious activity may have taken place, the Association will:  

i) report that to the relevant authority, such as Sports Governing Bodies (SGB) or 

Gambling Regulators (GRs), notably (but not necessarily exclusively) those with 

which it has information sharing arrangements;  

ii) require those member(s) on whose markets potentially fraudulent activity has taken 

place to immediately report the activity and provide relevant details to the applicable 

authority, for example their Gambling Regulator. In addition, members should also 

be prepared to provide relevant details to SGBs or other appropriate stakeholders 

(see below).; and 
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iii) provide detailed feedback in the Platform to all members on why an alert was 

deemed suspicious, the action taken and also manage the process for obtaining 

investigative updates on behalf of members who have frozen suspicious winnings.  

 

In relation to (ii) above, in addition to any national or international licensing requirements and 

noting any associated legal obligations on issues such as data protection that may restrict full 

data disclosure, the International Betting Integrity Association expects its members to act in 

manner that is timely, open and accommodating with other stakeholders. The overriding 

approach should be one of working in partnership with stakeholders and assisting them in fully 

investigating suspicious and potentially fraudulent activity. The approach to disclosure related to 

suspicious betting activity should be to provide sports, regulatory and law enforcement 

authorities with as much detailed information as possible to facilitate thorough investigations and 

aid any subsequent prosecutions. Following the receipt of an Association alert the relevant SGB 

or Regulator may decide to conduct an investigation and request further information on the 

suspicious customers. Members should be prepared to provide relevant details to SGB or other 

relevant stakeholders.  

If members deem they cannot for legal reasons disclose directly to an SGB or other appropriate 

stakeholders, they should make the information available to their regulator (or other public body) 

and encourage the SGB to liaise with the relevant regulator. 

Where, following their own investigation, a sport, regulatory or law enforcement body 

determines to take sporting or criminal action against a person or a group of persons regarding 

betting-related corruption, the Association  is committed to making all reasonable and legally 

responsible efforts to assist those parties with their investigation and expects all members to 

engage and support that approach.  

It is also important to note that although the Association will make every effort to assist the 

relevant authority in undertaking their investigations the Association itself is not an investigatory 

body and will not conduct investigations. As such members should not advise their customers 

that payment of a suspicious bet has been withheld or any other account-related action taken 

pending an investigation by the International Betting Integrity Association. 

4. Data Protection – Disclosure of information - Processing Agreement 

 

4.1. Disclosure of information and data protection  

The International Betting Integrity Association and its Members are working together for sport 

betting integrity by making alert for unusual betting. This involves, in the ordinary course of 

business operations, sharing of Personal Data (as defined below). 

All the Members act as Joint-controller (as defined below) regarding the unusual betting 

processing that takes place on the Platform.  All the Members jointly agree to appoint the 

Association as a processor for the processing of Personal data (as defined below) in the context 

of the unusual betting processing.  

The Association complies with the applicable legislation on personal data protection, in 

particular when processing personal data in accordance with the Processing Agreement below 

(see section 4.2.) in relation with any irregular betting patterns or insider betting within the 

framework of the Platform. 
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Members acknowledge that they comply with all applicable legislation on personal data 

protection, especially when collecting personal data, by informing concerned data subjects 

properly about the various purposes of the processing and the categories of recipients of their 

personal data, taking into account data processing in the framework of the Platform.  

4.2. Data Processing Agreement 

This processing agreement (the “Agreement”) is an integral part of the Association’s Code of 

Conduct and the Association  and its Members recognise that they are bound by this 

Agreement. 

4.2.1. DEFINITIONS 

In this Agreement, the following terms shall have the following meanings: 

a. “Controller” means the natural or legal person, public authority, agency or other body 

which, alone or jointly with others, determines the purposes and means of the 

processing of personal data; 

 

b. “GDPR” means the regulation (EU) 2016/679 of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing 

Directive 95/46/EC (General Data Protection Regulation); 

 

c. “GRs” means gambling regulators;  

 

d. “Joint Controller” means the natural or legal person, public authority, agency or other 

body which, jointly with others, determines the purposes and means of the processing of 

personal data; 

 

e. “LEAs” means law enforcement agencies; 

 

f. “Personal Data” means any information relating to an identified or identifiable natural 

person; 

 

g. “Processing” means any operation or set of operations which is performed on personal 

data or on sets of personal data, whether or not by automated means, such as 

collection, recording, organization, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 

making available, alignment or combination, restriction, erasure or destruction; 

 

h. “Processor” means a natural or legal person, public authority, agency or other body 

which processes personal data on behalf of the controller; and 

 

i. "SCC" means standard contractual clauses adopted by the European Commission to 

offer sufficient safeguards on data protection for the data to be transferred 

internationally.  

 

j. “SGBs” means sport governing bodies. 
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4.2.2. CHARACTERISTICS OF THE DATA PROCESSING 

In the context of the Platform, sporting participant’s Personal Data are provided to the  

Association by its Members on occasions when unusual betting activity is detected and for 

running checks on sporting events.  Members share information on unusual betting patterns via 

the Platform. 

If a Member identifies activities that cannot be explained, they raise an alert in the Platform. 

After the alert is raised, other Members are then notified that there is an alert and must respond 

quickly indicating whether they also saw suspicious activity.  

The purpose of this processing is to protect its Members for betting-related fraud and also to 

assist SGBs, GRs and LEAs in conducting investigations into potential match fixing or a breach 

of SGB rules. 

The Personal Data concerned by this Agreement are the names of sporting participants and 

sporting data but not the Personal Data of Members customers.  

This Agreement remains valid during the Association ’s membership of the concerned Member.  

4.2.3. MEMBERS AS JOINT CONTROLLERS 

Members recognize that they jointly determine the purposes and means of processing 

concerning unusual betting. 

Their respective responsibilities for compliance with the obligations under the GDPR in particular 

in regards to exercising the rights of the data subject and their respective duties to provide the 

information to data subject is exercised by each Member initiating the concerned alert.  

If data subject or data protection authority’s requests is applied before a Member, this Member 

shall respond to all of these requests and may ask assistance to the Association.  

This section permits to determine the respective responsibilities of Joint-controllers for 

compliance with the GDPR as imposed by Article 26 of the GDPR. As a rule of principle, each 

Joint-controller shall be liable for its own actions and Processing. In any event, any joint 

controller that proves that it is not in any way responsible for the event and/or the Processing 

shall be exempt from liability.  

Where more than one joint controller is involved in the same Processing, they are jointly 

responsible for any damage caused by the Processing. In this case, each Joint-controller shall 

be held liable for the entire damage. Where a Joint-controller has paid full compensation for the 

damage suffered that Joint-controller shall be entitled to claim back from other(s) Joint-

controller(s) involved in the same Processing that part of the compensation corresponding to 

their part of responsibility for the damage.  

4.2.4. OBLIGATION TO ACT UNDER THE INSTRUCTION OF MEMBERS  

The Association shall process the Personal Data only on documented instructions from its 

Members, including with regard to transfers of Personal Data to a third country or an 

international organization, unless required to do so by Union or Member State law to which the 

Processor is subject; in such a case, the Association  shall inform its Members of that legal 
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requirement before Processing, unless that law prohibits such information on important grounds 

of public interest. 

 

4.2.5. GENERAL AUTHORIZATION TO SHARE PERSONAL DATA IN CASE OF UNUSUAL 

BETTING 

Members expressly authorize the Association  to share Personal Data with relevant SGBs, GRs 

and LEAs in the context of any suspicious betting on a sporting event or competition in order to 

enable them to take appropriate action. This sharing shall take place in the context of a written 

agreement with the relevant SGBs, GRs and LEAs as provided by the section 4.2.6 below. 

Members authorize the Association to transfer Personal Data to relevant SGBs, GRs and LEAs 

that are located in third countries (outside the EEA) where that third country in question ensures 

an adequate level of protection in the meaning of the GDPR or if appropriate safeguards are 

provided. In this way, in the absence of an adequacy decision concerning the third country in 

question, the Association can only transfer Personal Data to third countries when SCC are 

signed in accordance with the section 4.2.7 below. 

4.2.6. GENERAL AUTHORIZATION TO SIGN MEMORANDUMS OF UNDERSTANDING (MoU) 

ON BEHALF OF MEMBERS WITH SGBs, GRs AND LEAs 

Members expressly authorize the Association to sign MoU on their behalf with SGBs, GRs and 

LEAs to permit the sharing of information concerning irregular betting patterns or suspicious 

betting activity which occurs in respect of events and competitions.  

4.2.7. GENERAL AUTHORIZATION TO SIGN SCC ON BEHALF OF MEMBERS TO PERMIT 

TRANSFER OF PERSONAL DATA TO THIRD COUNTRY 

Members expressly authorize the Association to sign SCC on their behalf with relevant SGBs, 

GRs and LEAs to permit transfer of personal data to a third country in the context of unusual 

betting processing.  

4.2.8. CONFIDENTIALITY REQUIREMENTS 

The Association shall ensure that persons authorized to process the Personal Data have 

committed themselves to confidentiality or are under an appropriate statutory obligation of 

confidentiality. 

4.2.9. SECURITY OBLIGATION TO WHICH THE ASSOCIATION  IS SUBJECT 

Taking into account the state of the art, the costs of implementation and the nature, scope, 

context and purposes of Processing as well as the risk of varying likelihood and severity for the 

rights and freedoms of natural persons, the Association, along with and under the instructions of 

its Members, shall implement appropriate technical and organizational measures to ensure a 

level of security appropriate to the risk, including inter alia as appropriate: 

 The pseudonymisation and encryption of Personal Data; 

 The ability to ensure the ongoing confidentiality, integrity, availability and the resilience of 

Processing systems and services; 

 The ability to restore the availability and access to Personal Data in a timely manner in 

the event of a physical or technical incident; 
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 A process for regularly testing, assessing and evaluating the effectiveness of technical 

and organizational measures for ensuring the security of the Processing. 

 

In assessing the appropriate level of security, account shall be taken in particular of the risks 

that are presented by Processing, in particular from accidental or unlawful destruction, loss, 

alteration, unauthorized disclosure of, or access to Personal Data transmitted, stored or 

otherwise processed. 

The Association shall take steps to ensure that any natural person acting under its authority who 

has access to Personal Data does not process them except on instructions from its Members, 

unless he or she is required to do so by Union or Member State law. 

4.2.10. CONDITIONS FOR ENGAGING A SUB-PROCESSOR 

 For engaging a Sub-Processor, the Association must obtain the prior specific or general written 

authorization of its Members. In the case of general written authorization, the Association  shall 

inform its Members of any intended changes concerning the addition or replacement of other 

Processors, thereby giving its Members the opportunity to object to such changes. 

The same data protection obligations as set out in this Agreement between Members and the 

Association shall be imposed on the sub-Processor by way of a contract, in particular providing 

sufficient guarantees to implement appropriate technical and organizational measures in such a 

manner that the Processing will meet the requirements of the GDPR. Where that sub-Processor 

fails to fulfil its data protection obligations, the Association shall remain fully liable to its Members 

for the performance of that sub-Processor’s obligations. 

4.2.11. ASSISTANCE TO MEMBERS IN THE FULFILLMENT OF THEIR OBLIGATION TO 

RESPOND TO DATA SUBJECT’S REQUESTS 

Taking into account the nature of the Processing, the Association shall assist its Members by 

appropriate technical and organizational measures, insofar as this is possible, for the fulfilment 

of its Members’ obligation to respond to requests for exercising the following Data Subject’s 

rights: 

 Information to provide to the data subject; 

 Right to access;  

 Right to rectification; 

 Right to erasure; 

 Right to restriction of Processing; 

 Right to data portability; 

 Right to object to automated individual decision-making. 

 

4.2.12. ASSISTANCE TO MEMBERS IN THE FULFILLMENT OF THE FOLLOWING 

OBLIGATIONS 

The Association shall assist its Members in the fulfilment of the following obligations, to which its 

Members are subject: 

 In addition to its own security obligations, the Association  shall assist its Members in 

complying with their security obligations; 

 Notification of personal data breaches to the supervisory authority; 
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 Communication of personal data breaches to the data subject; 

 Elaboration of a data protection impact assessment; 

 Prior consultation with a supervisory authority, where the data protection impact 

assessment revealed high privacy risks. 

 

4.2.13. DATA ERASURE 

The Association shall delete all the Personal Data after the end of the Processing, and existing 

copies unless Union or Member State law requires storage of the Personal Data. 

4.2.14. COMPLIANCE AND AUDITS 

The Association shall make available to its Members all information necessary to demonstrate 

compliance with the compulsory clauses of Article 28 of the GDPR and allow for and contribute 

to audits, including inspections, conducted by its Members or another auditor mandated by its 

Members. 

4.2.15. INFRINGEMENT NOTIFICATION 

The Association shall immediately inform its Members if, in its opinion, an instruction infringes 

the GDPR or other Union or Member State data protection provisions. 

5. Removing or suspending betting markets 

 

It is a fundamental integrity provision that the Association  members ensure that they safeguard 

their customers, sports, other event organisers and businesses from the threat of betting-related 

match-fixing. When potential fraudulent betting activity is identified, they must give serious 

consideration to suspending or removing relevant betting markets. It is important that 

consumers and regulatory authorities are informed of the need for such market restrictions. The 

Association  members are expected to use their own risk management systems when deciding 

whether to reinstate a market.  

In addition, members should also give due consideration to freezing payment of winnings or 

withholding settlement of suspicious bets. This can act as a deterrent to suspicious customers 

but also must adhere to any regulatory requirements.  

6. Risk Management and Internal Policies 

 

The Association members are required to have adequate tools and processes in place to 

facilitate effective risk management principles and security protocols that ensure a risk-based 

approach underpins and protects operations. All bets should be monitored in real-time across 

all platforms (e.g. online, mobile, retail), with clear procedures for identifying suspicious betting 

patterns and with subsequent mitigating and reporting actions in place.  

In particular, members should adopt suitably effective and rigorous Know-Your-Customer (KYC) 

requirements to produce digital finger prints and audit trails that can be used as a clear 

evidence-base from which to identify and investigate corrupt betting activity. All staff engaged in 

determining betting markets and accepting bets should be aware of the risks of corrupters 

seeking to manipulate sporting events for financial gain through betting markets. The 

Association has also produced detailed guidelines on the difference between unusual and 
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suspicious activity, how the Association  reviews alert and where they are reported to. These 

should be provided to staff where applicable. 

Members should also have policies and processes that detail how the accounts of customers 

who have bet suspiciously are dealt with. For example, seeking further information from the 

customer and, where appropriate, a process for withholding payment of suspicious bets 

pending investigation by a sports governing body. Any process should be in-line with the 

relevant regulatory requirements.  

Match-fixing and the manipulation of sporting and other relevant events has also been linked to 

money laundering. Members should be mindful of this when meeting their respective national or 

international anti-money laundering (AML) obligations and in their identification of suspicious 

betting activity. In particular the 4th Money Laundering Directive.      

7. Confidentiality of the Association  Data  

 

The data contained within the Platform is sensitive and must be kept strictly confidential. Alerts 

are for members internal use only and should never, under any circumstances, be discussed 

externally (apart from with relevant sports or regulators) or on social media. The Association has 

produced a confidentiality declaration which must be signed by all employees who have access 

to the Platform or the data within it.    

8. Enforcement and disciplinary actions 

 

Each member is required to notify the Association  who their main point of contact is for integrity 

matters. The Association will then notify this person of potential issues regarding breaches of 

the Code. The Association will monitor adherence to the Code and also make members aware 

of their performance regularly, for example by sharing alert response rates with all members on 

a quarterly basis.  

Following the appropriate organisation disciplinary procedure, members may be suspended, 

excluded or other sanction applied by the Board, as its determines, if they:  

 Facilitate suspicious betting by continuing to accept bets after the member knows that 

there is evidence to suspect that corruption is or will occur on that market or sporting 

event; 

 Fail to report knowledge or evidence of suspicion of corruption related to betting; 

 Advise or tip-off an individual that he/she is, or may be, under investigation; 

 Fail to keep the Association  alert data and other information confidential; 

 Making public any details about a possible investigation without prior consent of the 

Association’s  Secretary General; 

 Fail to respond to alerts in a timely and detailed fashion; 

 Place bets with another betting operator (regulated or unregulated) on a sports event 

that has been reported to members as suspicious, either for personal gain or to hedge; 

or  

 Breaching the Association’s Code of Conduct, membership standards and/or any action 

that may jeopardize the overall objective of the International Betting Integrity Association  

or bring its reputation into disrepute. 

 

Compliance with the above will be monitored closely by the Association’s secretariat. 



Annex B: IBIA Alert Statistics 2017-19 
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